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YHUKANbHBIA NPOTrPAMMHbIA KITHOY:
4dbf2010db862a201f554b0e6a7af5 722 HEAOPUHUAJIBHBIX HHTEPHET-PECYPCAX

C KaX/IbIM TOJIOM MOJIOZIE’KU B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IKOJIbHUKU
OJIHM M3 CAMBIX aKTUBHBIX IOJb30BaTesnen Pynera. Mexay TeM, IOMHMO OrPOMHOTO
KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET M NpoOieMbl. JTa MaMATKa JOJKHA
OMOYb TeOe 0€30MMaCHO HaXOUThCS B CETH.

KoMnbroTepHbie BUPYCHI

KoMnbroTepHBIE BHPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX ITPOTPAMM,
OTJIMYUTENIBHON OCOOCHHOCThIO KOTOPOH SABIISIETCSI CIOCOOHOCTHh K pa3MHOXKEHHIO. B
JOTIOJIHEHUE K 3TOMY, BHUPYChl MOTYT IOBPEIUTh WJIM TOJHOCTBEO YHUUYTOXHUThH BCE
(aisibl U JaHHBIE, MOJAKOHTPOJIBHBIE IOJB30BATENI0, OT HMEHM KOTOpPOro ObLIa
3alyleHa 3apaK€HHas IporpamMma, a TakKe IOBPEAUTh WIH XK€ YHUYTOXKHUTh
OIEpaIlMOHHYI0 CUCTEMY cO BceMu (aillamu B 1eoM. B GobpIIMHCTBE cilydaeB
PacIpOCTPAHAIOTCS BUPYCBI gyepes WHTEpHET.
MeToab! 3alIUTHI OT BPEAOHOCHBIX MPOrpaMM:

1. Ucnonb3yli COBpEMEHHBIE OIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3AIIUTHI OT BPEJOHOCHBIX IIPOTPaMM;

2. lloctosHHO ycTaHaBiauBal mnadyTu (UU(pPOBBIE 3aIIATKH, KOTOPHIE
ABTOMATUYECKM YCTAaHABIMBAIOTCS C LEJIbI0 JOpa0OTKU MporpamMMbl) U Apyrue
OOHOBJIEHUSI CBOEW OmepamoHHOW cucTembl. CKauynMBail UX TOJBKO C O(PUIIMAIBHOIO
caiita paspaborunka OC. Eciu cyiiecTByeT pekUM aBTOMAaTHUYECKOTO OOHOBJICHUS,
BKJIFOYH €r0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE IIOJ IIpaBaMH IIOJb30BATENs, a HE
aJMUHUCTpATOpa. OTO HE TMO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX IPOrpaMMm
VHCTAJUIMPOBATHCA HA TBOEM IIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3y#i aHTUBHPYCHBIE IPOIrPAMMHBIE  MPOAYKTBl  M3BECTHBIX
IIPOM3BOJIUTENICH, C aBBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpanunub puU3NUECKUil JOCTYN K KOMIBIOTEPY /7Sl TOCTOPOHHUX JIULL;

6. Mcnonp3yit BHEIIHUE HOCUTETN HHPOPMAIINH, TaKhe Kak (IelIka, JUCK WIN
(baiin U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (hailiibl, IMOJTYYEHHBbIE M3 HEHAJIEAKHBIX
UCTOYHUKOB. J[axke Te (aiiibl, KOTOpbIE MpUCHAT TBOW 3HAKOMBIM. Jlyumie yTouHu y
HETO, OTHPABJISII I OH Tebe uX.
Cern WI-FI

Wi-Fi - 3T0 He BuA nepenayu 1aHHBIX, HE TEXHOJOIHs, a BCEro JHIIb OpeH],
mapka. Eme B 1991 romy Huaepinanackas KOMIIaHUS 3aperucTpupoBasia OpeHA
"WECA", uto o603Hauvaio cioBocoderanue "Wireless Fidelity", koTopsbrit mepeBoauTCs
Kak "OecrpoBoIHAS TOYHOCTH".

Jlo Haiero BpeMeHu Jio1iia apyrast abOpeBuaTypa, KOTopast sBJISIE€TCS TAKOU ke
TexHosnorue. 1o abbpesuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha
cTaHAapT BbICIIeH 3BykoBoW TexHuku Hi-Fi, uto B mepeBome o3HauaeT "BBICOKAS
TOYHOCTB .



Jla, OecrutaTHBIN MHTEPHET-AO0CTYN B Kade, OTENIX U adpOIopTax SIBISETCS OTIMYHON
BO3MOXHOCTBIO BBIXOJIa B WHTEepHET. HO MHOrme »sKCneprbl CYMTAIOT, YTO
00111e10CTyITHBIE Wi-Fi ceTu HE SIBJISIFOTCSI 0e30TmacHBIMH.

CoBeTnl 10 0€30IACHOCTH PA0OTHI B 001IeAO0CTYNHBIX ceTax Wi-fi:

1. He mepenamaii cBoro JHUHYIO HHpOpMaIKIO yepe3 olmenoctynHbie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeIIbHO HE BBOJUTH MApOJIA JOCTYIIA, JOTUHBI U KaKHE-TO
HOMEDPA;

2. WUcnonw3yih 1 OOHOBJISI aHTUBUPYCHBIC MpOrpamMMbl U OpaHaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3zoBanuu Wi-Fi otkmoun ¢pynkumio "OO0muil 1ocTyn K daitnam u
npudTtepam". JlanHas QYyHKIMA 3aKpbiTa IO YMOJYAHUIO, OJIHAKO HEKOTOPbIE
M0JIb30BATENIN AKTUBUPYIOT €€ JIsl y100CTBa UCTIOIB30BaHUs B paboTe Win yueoe;

4. He ucnonb3yit myonuunbiii WI-FI aiist nepeiaum TMUHBIX TaHHBIX, HAIPUMEP
JUTSL BBIXO/Ia B COLIMAJIBHBIE CETH WIIA B 3JICKTPOHHYIO TIOUTY;

5. Ucnons3yii Tonpko 3amuinenHoe coequaenue uepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone otkimoun (ynkuuio "llogkmouenne k Wi-Fi
aproMarnueckn'. He momyckail aBTOMaTH4E€CKOTO MOAKIIOUYEHHS] YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

ConmnajgbHble CeTH

CornuanbHble CETH aKTUBHO BXOJIAT B HAIly KU3Hb, MHOTHE JIIOJIU pabOTAIOT U
KUBYT TaM MOCTOsIHHO, a B Facebook yke 3apeructpupoBan MusuMap 4eaoBeK, YTO
SIBIISIETCS. OJHOM CEeIbMOHM BCEX JKUTeNed IulaHeThl. MHOrme moJIb30BaTelId HE
MOHUMAIOT, 4TO WH(GOpPMAIIUs, pa3MEIICHHAS MU B COIIMAIBHBIX CETSIX, MOXKET OBIThH
HalilecHa W WCTOJb30BaHA KEM YTOAHO, B TOM 4HCIIC HE 00s3aTeIhbHO C OJaruMu
HAMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLUAJIBbHBIX CETAX:

1. Orpanuub cMcoK py3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIyYalHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amminai cBor 4acTHYIO *W3Hb. He yka3wiBaii maposiu, TesnedoHsl, aapeca,
JaTy TBOETO POXKJEHUS U JPYTYI0 JUYHYIO MH(OPMAIUIO. 37I0YMBIILIEHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(POPMAIMIO O TOM, KaK Thl U TBOU POJUTENM IUIAHUPYETE
IIPOBECTU KaHUKYJIbI;

3. 3amumiail cBOIO penyTaluio - Aep>KU €€ B YUCTOTE U 3a7aBail cebe BOmpoc:
X0Ten OBl ThI, YTOOBI IpyTHE TOJIb30BATENIM BUIETHU, YTO ThI 3arpyxkaemisb? [lomymai,
IPEXkJe YEM UTO-TO OIyOIMKOBAaTh, HAIIMCATh U 3arPY3UTh;

4. Ecii Thl TOBOPHIIL C JIKOJbMH, KOTOPBIX HE 3HACllb, HE UCIOIb3YH CBOE
peanbHOE UMS U APYTYIO JIMYHYIO UHGOPMAIIUU: UMsI, MECTO KUTEIbCTBA, MECTO YUEeObI
U [IPOYEE;

5. Uz0beraii pasmemenust dororpaduit B HTepHeTe, Tlie Thl M300pakeH Ha
MECTHOCTH, 10 KOTOPOW MOKHO OMPEACIUTH TBOE MECTOIOJIOKEHHUE;

6. IIpu peructpanuu B COIMaIbLHON CETH HEOOXOAMMO UCIIOJIH30BaTh CII0KHbBIC
apoJju, COCTOsIIME U3 OYKB U IIUGP U ¢ KOJTMYECTBOM 3HAKOB HE MEHee §;



7. J1nst conuanbHOM CETH, TIOYTHI U JPYTHUX CAUTOB HEOOXOIUMO HUCIIOIh30BaTh
pasubie mapoau. Torna ecnu Te0si B3IOMAIOT, TO 3JI0YMBIIUIEHHUKU MOJIy4aT JOCTYM
TOJIBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHBIE IeHbI'U

DNEeKTpOHHBIE JEHBIW - 3TO OYEHb YAOOHBIM CcHoco0 IaTexeil, OIHaKo
CYLIECTBYIOT ~ MOIUEHHUKH,  KOTOpPbIE  XOTSAT  TOJYyYUTb  3TU  JICHBIW.
DNEeKTPOHHBIE JEHBI'M MOSBUINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHUX
rocygapctBax 0 CHMX TOp HE TMPOMHMCAHO TMpPO HHUX B 3aKOHaX.
B Poccum xe oHM (DyHKUMOHMPYIOT M O HHMX YK€ IPONHUCAHO B 3aKOHE, TIe MX
pa3lensaoT Ha HECKOJIBKO BUJIOB - AHOHMMHBIE M HE aHOHMMHBIE. Pa3HHIIa B TOM, 4TO
aHOHHMMHBIE - 3TO Te€, B KOTOPBIX pa3pelaeTcsi MPOBOJUTH orepanuu 0e3
UICHTU(UKAIIMY TI0JIb30BATENs, @ B HEAHOHUMHBIX HACHTU(DUKAIMS MOJIb30BaTEIIS
ABJISIETCS 0053aTEIBHOM.

Taxxe crnenyer pas3nuyarh JJIEKTPOHHbIE (UATHBIE JIEHBIH  (paBHBI
rOCYJIapCTBEHHBIM BaJIOTaM) W JJIEKTPOHHbIE He(pUATHbIE JCHbIU (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHoOBHBIE COBETHI 10 0e301acHoi padoTe ¢ JIEKTPOHHBIMHU IeHbI AMU:

1. [IpuBsku K cueTy MOOMIBbHBINA TeaePOH. DTO caMbIil YTIOOHBIA U OBICTPBIN
croco0 BOCCTAHOBUTH JOCTYN K cueTy. [lpuBsizanHblii TenedoH MOMOXKET, ecliu
3a0yellb CBOM IJIaTeXXKHbIMA AapOJIb WIH 3aii/Ielllb Ha CAalUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Hcnone3yii opHopaszoBble mnaponu. llocime mnepexoma Ha yCHICHHYIO
aBTOpM3aLMi0 TeOe yke He OyAeT yrpokaTb ONAcHOCTh KpaXXu WIM IepexBara
IUTATEKHOTO MApOJIs;

3. BwiGepu cnoxubiii maponb. IlpectynmHukam OyaeT He MPOCTO yrajuarh
CJIOXHBIN naposb. HajexxHble mapoau - 3TO Mapoiid, KOTOPhIE COIepkKaT HE MeHee 8
3HaKOB M BKJIIOYAIOT B ce0sl CTPOYHBIC M MPOMUCHBIE OYKBBI, HU(PBHI U HECKOIBKO
CUMBOJIOB, TAKME KaK 3HaK JI0Ju1apa, (yHTa, BOCKIMLATENbHBIN 3HaK U T.11. Hanpumep,
$tROng!;;

4. He BBOIM CBOM JMYHBIE JAHHBIE HA CaWTaX, KOTOPBIM HE JIOBEPSACIIb.

DJIeKTPOHHASA MO4YTA

DJIEKTPOHHAS MOYTa - ATO TEXHOJOTUS U TPEAOCTaBISIEMbIE €0 YCIYTH IO
NEPECHUIKE W TMOJYYEHHUIO ASJEKTPOHHBIX COOOIEHUH, KOTOpPbIE PAaCHpEeeisioTcs B
KOMITbIOTEpHOM ceT. OOBIYHO AJIEKTPOHHBIN MOYTOBBIN SIIIUK BBITIISAIUAT CIAEAYIOIIUM
oOpazoM: HMs_TOJb30BaTENI(@UMs_JIoMeHa. Takke KpoMme TMepefayd MpOCTOro
TEKCTa, UMEETCs BO3MOXKHOCTh TIepe/1aBaTh (pailsibl.

OcHoBHbBIE COBETHI M0 0e30MAaCHOIi padoTe ¢ IJIEKTPOHHOM MOYTOIi:

1. Hamo BbIOpaTh mNpaBWIBHBIA IOYTOBBIA cepBHC. B HHTEpHETe ecTh
OTPOMHBIA BBIOOp OECIUIATHBIX TOYTOBBIX CEPBUCOB, OJHAKO JIy4lle
JIOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3biBail B InyHOU moyTe JuuHyro uHGopmanuto. Hanpumep, myuiie
BbIOpaTh "My3biKanbHbIA _(haHat@" nam "pok2013" Bmecto "temal3";

3. Hcnonb3yi JBYXATaHYIO aBTOPU3AIMIO. DTO KOT/1a HIOMUMO MapoJisd HY>KHO
BBOJAUTH KOJ, MPUChUIaeMbIi 0 SMS;



4. BeiOepu ca0XHBIA TTapoJib. JIJIsI KaXKI0T0 IMOYTOBOTO SITUKA JOJDKEH OBITH
CBOM HAJIC)KHBIM, YCTOWYMBBIN K B3JIOMY I1apOJIb;

5. Ecmu ecTtp BO3MOXXHOCTH HAamMCaTb CaMOMYy CBOW JIMYHBIA BOIIPOC,
WCIIOJIb3YH 3TY BO3MOYKHOCTb;

6. HMcnonb3yi HECKOJIBKO MOYTOBBIX SIIUMKOB. [I€pBBIi I 4aCTHOW MEPENUCKU
C aapecaramu, KOTOPBIM ThI IOBEPSIEIIb. JTO JIEKTPOHHBIA aIpeEC HE HAIO
UCIIOJIb30BaTh MPU PErrucTpaluu Ha (opyMax U calrax;

7. He otkpbiBail ¢aiiiabl U Apyrve BIOXKEHUS B MHUCbMaXx, JaKe €CIU OHU
NPULUIA OT TBOMX Jpy3el. Jlyuie yrouHu y HUX, OTHPABISUIM JIM OHU TeOe

9THU (HaIbI;
8. Tlocme okoHuaHUs pabOThI HA TTOYTOBOM CEPBHCE TIEPE]] 3aKPBHITUEM BKJIAJIKU
C cCalToOM HE 3a0y1b Ha)XXaThb Ha "Bemitu'".

Ku0epOy1JIMHT WM BUPTYaJIbHOE U3/1eBATEIbCTBO

KubepOyniauar - mpecienoBaHie cOOOUICHUSIME, COAECPKAIUMHU OCKOPOIEHUS,
arpeccuro, 3amyruBaHUe; XYJIUTAHCTBO;, COLMAIbHOE OOWKOTHPOBAHUE C IMOMOILBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoBHbBIE COBETHI 10 00pb0e ¢ KHOEPOYVIHHIOM:

1. He 6pocaiics B 60i1. JIyuruii cioco0: mocoBETOBATHCS Kak ce0s1 BECTH U, €CIIH
HET TOTO, K KOMYy MOXHO OOpaTUThCS, TO BHAauYaje yCHOKOUThCS. Eciu Thl HauyHelb
OTBEYaTh OCKOPOJIEHUSIMU Ha OCKOpPOJICHMS, TO TOJBKO €Ile OOJIbIE Pa30XkKKEIIb
KOH(JIMKT;

2. Yrpasnusii cBoel KubeppernyTaiuei;

3. AHOHUMHOCTH B ceTd MHMMasi. CylIeCTBYIOT ClIOCOOBI BBISICHUTH, KTO CTOUT
3a aHOHUMHBIM aKKayHTOM;

4. He crowT BecTHM XyJIWTaHCKHA 0OOpa3 BUPTyalnbHOW >XU3HU. HHTEpHET
¢uKcupyeT Bce TBOM JEWUCTBUS U COXpaHsIeT HX. YIadUTh HX OyIeT KpaiiHe
3aTpyAHHUTEIBHO;

5. Cobmro/1ail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. UrHopupy¥é enuHW4HBIM HeraTuB. OJHOpPA30BbIE OCKOPOUTEIbHbBIC
coO0IIeHHs Jiydllle UrHopupoBaTh. OOBIYHO arpeccusi MpeKpamaeTcss Ha HavyalbHON
CTa/IuH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOILEHUSIMH, B
COLIMAJIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKHM OTIPAaBKU COOOIIEHUN C
OIPEICIIEHHBIX aJIPECOB;

8. Ecnau T cBuaerens kubepOyiinHra. TBOM NeHCTBUSA: BBICTYHNUTH NMPOTUB
npeciieoBaTeNsl, IOKa3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS HETaTUBHO,
nojJepXaTh JKEPTBY, KOTOPOM HyXHa IICHUXOJOTHYECKass IOMOIb, COOOIIUTH
B3pOCIIBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

MooOuibHbIN TeaedoH

CoBpemeHHbIE cMapT(OHBI U IJIAHIIETHI COAEPKAaT B ce0e BIOJIHE B3POCIbIN
byHKIIMOHAI, H TeHNepbh OHU MOTIYT KOHKYpUpPOBaTh CO  CTallMOHAPHBIMU
KoMrbioTepamu. OJIHAKO, CPEJCTB 3aIUThI Il MOJOOHBIX YCTPOMCTB TOKa OYECHBb



Mano. TecTupoBaHue U IOUCK YSA3BUMOCTEHN B HUX ITPOUCXOAUT HE TaK MHTEHCHUBHO, KaK
s TTK, To e caMmoe kacaeTcss U MOOMJIbHBIX MPHIIOKCEHHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH JOTHAIN HACTOJIbHBIE
aHaJIOTH, OJTHAKO paclIupeHrue PyHKIIMOHANIA BICYET 3a COOO0M OOJBIIYIO CIIOAKHOCTh U
MEHBIIYIO 3aLIUIIEHHOCTb.

Jlaneko He BCEe NPOU3BOJUTENIN BBIMYCKAIOT OOHOBIICHHUS, 3aKpbIBAIOLINE
KPUTUYECKUE ySI3BUMOCTH TUTSI CBOUX YCTPOMCTB.

OcHoOBHBIE COBETHI /IJI51 0€30MACHOCTH MOOMJIBHOTO TejedoHa:

Huyero He sBisercs mo-HactosmeMy OeciiaTHbIM. Bbyab OCcTOpokeH, Bellb
Korja tede mpeayiaraloT OecIulaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBIThI KaKHUe-TO
IJIaTHBIE YCITYTH;

Hywmaii, npexe ueM oTipaBuTh SMS, ¢hoTo unu Buaeo. Thl TOYHO 3HACIIb, TE
OHH OyayT B KOHEYHOM HTOTE?

Heobxoaumo 0OHOBIIATH ONIEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;

Hcnonbs3yit aHTUBUPYCHBIE POTrpaMMBbI JJ1s1 MOOWIIBHBIX TeIE(OHOB;

He 3arpykaili mpuiokeHusi OT HEU3BECTHOTO HCTOYHUKA, BEJb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEUEHHE;

[Tocne Toro Kak Thl BBIAIEUIB C CaldTa, Ii€ BBOAWII JINYHYIO HH(POpMaLUIO, 3ai 11
B HaCTPOMKM Opay3epa u yaaiau cookies;

[lepuognueckn NpoBEpsii, KAKUE TUIATHBIE YCIYI'M aKTUBUPOBAHBI HA TBOEM
HOMEDE;

JlaBaii cBOi HOMEp MOOMIIBHOTO Tele(OHA TOJIBKO JHOJISIM, KOTOPBIX Thl 3HACIIH
U KOMY JIOBEpSICLIb;

Bluetooth nomken ObITH BBIKITIOUEH, KOT/a Thl UM HE MOJIb3yelibes. He 3a0biBait
MHOT/Ia IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - ITO KPACOUYHBIE, 3aXBATHIBAIOIINE PA3BICYCHUS,
00BbEIUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy MUpy. Urpoku uccienyoT JaHHbIN UM
MUp, OOIIAIOTCS APYr C JIPYrOM, BBIMOJHSIOT 3aJaHMs, CPa)XKalTCs C MOHCTpaMU U
MOJIy4alOT OMNBIT. 3a YJIOBOJIbCTBHUE OHHU IUIATST: MOKYMAIOT JUCK, OIUIAYMBAIOT
a0OHEMEHT UJIU IPUOOPETAIOT KAKHE-TO OILIHMH.

Bce 3tH cpenctBa uayT Ha MOAAEP)KAHUE U PA3BUTHE UTPHI, a TAKKE HA CaMy
0€30MacHOCTh: COBEPIUICHCTBYIOTCS CHCTEMbl ABTOPH3AIlMU, BBIMYCKAIOTCS HOBbBIE
natu (1UpoBbIC 3aIIATKU JJII TPOrPaMM), 3aKPBIBAIOTCS YS3BUMOCTH CEPBEPOB.
B mogo6HBIX Urpax CTOMT omacaThCsi HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KpPaKu
TBOETO MapoJisi, HAa KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIIMU OOJBIITUHCTBA UTP.

OcHoBHbBIE COBETHI 10 0€30MACHOCTH TBOET0 HTPOBOI0 AKKAYHTA:

1. Eciiu apyroii Urpok BeAeT ce0sl III0X0 WK CO3AAaeT TeOe HEMPUATHOCTH, 3a0J0KUPY
€ro B CIIMCKE UTPOKOB;

2. Tloxamyiics aaIMUHHUCTpAaTOpaM MWIPhl Ha IIJIOXOE IMOBEJEHUE 3TOr0 WIpoOKa,
KEJNATeIbHO  NPWIOXKHUTh  KaKUe-TO  JOKa3aTeabCTBA B BHUAE  CKPUHOB;
3. He yxa3bIBaii TuuHy0 HHGOpMaIMIO B Ipodaiisie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UTDE;



5. He ycranaBnuBaii HeopuiinaabHbIe AT U MOJIBI;

6. Mcrionb3yil CII0KHBIE U PAa3HBIE MTAPOJIN;

7. Jlaxxe BO BpeMsl MI'Pbl HE CTOMT OTKJIKOYaTh aHTUBUpYC. Iloka ThI urpaems, TBON
KOMITBIOTEP MOTYT 3apPa3HTh.

OUIINHT WM KPa)Kka JUYHBIX TaHHBIX

OOBIYHOM Kpakel JeHer W JOKYMEHTOB CETOJHS YK€ HHKOTO HE YIUBHIIL, HO C
Pa3BUTHEM HMHTECPHET-TEXHOJIOTHUH 3JI0YMBIIIICHHUKH MMEPEMECTUINCh B UHTEPHET, U
MPOAOJDKAIOT 3aHUMAaThLCS "1r0OUMBIM" JICJIOM.
Tak mosiBuIIach HOBasi yrpo3a: UHTEPHET-MOIIEHHUYECTBA WX (DUILIUHT, TJIaBHAS 1ENb
KOTOPOTO COCTOUT B TMOJYYEHUU KOH(PUACHIIMAIBHBIX JIAHHBIX TMOJIb30BATENICH -
JIOTUHOB ¥ napoiierd. Ha anrimiickom sizpike phishing untaercs kak ¢ummHr (ot fishing
- peiOHas JOBIIs, password - mapob).

OcHoOBHBIE COBETHI 110 00pbLOE ¢ PUIIMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Ecii Tl mojio3peBaemib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOJUMO 3a0JIOKMPOBATh €€ U COOOLIUTh aJMHUHHUCTPATOPAM
pecypca 00 3TOM Kak MOXHO CKOpEe;

2. MUcnone3yit Oe3omacHble BeO-CailThl, B TOM YHCJI€, UHTEPHET-Mara3uHOB H
MOMCKOBBIX CUCTEM;

3. Hcnonw3yil ciokHble U pa3Hble napoiu. Takum oOpa3oM, eciiu TeOsl B310MAIOT,
TO 3JIOYMBILUIEHHUKH NOJy4YaT JOCTYI TOJBKO K OJHOMY TBOEMY NpPOQUIIIO B
CETH, a HE KO BCEM;

4. Ecnu Tebs B3IOMalu, TO HEOOXOAUMO MPENyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpHIE 100aBJICHBI y T€OS B IPY3bIX, O TOM, YTO T€Os B3JIOMAJIHU M, BO3MOXKHO,
OT TBOETO UMEHHU OYJIET pacChlIaThCsl ClIaM U CChUIKM Ha (PUIIMHTOBBIC CANTHI,
VYcranoBu HagexHbli napois (PIN) Ha MOOMIIBHBIN TENEPOH;

OTkir0un coXpaHeHue napoJs B Opaysepe;
He otkpbIBaii pailsibl ¥ Ipyrue BIOKEHUS B MMCbMaX, JaXe €CJIM OHM MPULIUIA OT
TBOUX Jipy3el. Jlydille yTOUYHU y HUX, OTIIPABIISLIIN JIK OHU TeOe 3TU (aiiibl.

IHu¢posast penyranus

[Mudposas pemyTanus - 3T0 HEraTUBHAS WIK MTO3UTHUBHASI UHPOPMALIKS B CETH O
tebe. Kommpomerupyromas uHpopManus, pa3MEUIeHHAas B HMHTEPHETE, MOXKET
Cepbe3HbIM 00pa30M OTPa3UThCs Ha TBOEH peasibHOM ku3HU. "Lludposas penyranus" -
ATO TBOM UMUK, KOTOPBIM (dopmupyeTcss u3 uHbopmaiuu o Tebe B HMHTEpHETE.
TBoe MecTo KUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE TIOJIOKEHHE, OCOOEHHOCTH
XapakTepa M pacckazbl O OJM3KMX - BCE OTO HAKalUIMBaeTcsi B  CETH.
MHorue noapoCTKH JErKOMBICIEHHO OTHOCSITCS K Iy OJIMKAIIMU JTUYHON HH(OpMaLuy B
WNHTepHeTe, He MOHMMAasi BOBMOXHBIX NOCJIEACTBUN. ThI Jaxke HE CMOXKEIIb JOTaaThCs
0 TOM, 4TO (poTorpadusi, pa3MellleHHas S JIET Ha3aj, cTajla IPUYMHON OTKa3a MPUHATH
Te0s1 Ha padoTy.

KomMeHnTapuu, pazMenenue TBoux (ororpaduii 1 Apyrue AeUCTBUS MOTYT HE
UCYE3HYTh JIaXKe MOCIe TOro, KaK Thl UX yAalullb. Thl HE 3HA€lllb, KTO COXPaHWII ATy
uH(pOpMaIIHIO, [TONaa JIM OHA B TOMCKOBBIE CUCTEMBI M COXPAHUJIACH JIM OHA, a TJIaBHOE:
YTO MOAYMAKT O TeOe OKpY’Karollue JIIOU, KOTOpble HallayT U yBUIAT 3T0. Haiitu

Naw



UH(GOPMAITIIO MHOTO JIET CITYCTSI CMOKET JIF0OOH - KaK U3 T0OpBIX TOOYKICHHIA, TaK U C
HaAMEPEHUEM PUUUHUTH BPEJl. ITO MOXKET OBITh KTO YTOIHO.
OcHoBHbBIE COBETHI 10 3a1UTe HM(POBOI penyTauuu:
1. Ilogymaii, mpexae 4yem 4To-To MyOJMKOBATh U NepeaaBaTh y ceds B Oyore
WJIM B COLIMAJIbHOM CETH;
2. B mnactpoiikax npoduiisi yCTaHOBHM OrpaHUYEHUS Ha MPOCMOTP TBOETO
poduIs U €ro COAEPKUMOTO0, c/eial ero ToabKo "mist apy3en”;
3. He pasmemiaii u He yka3piBaii MHGOPMAIMIO, KOTOpask MOXET KOTO-JTH00
OCKOPOJISITH WIu O0OMXaTh.

ABTOpCKOe NIPaBo

CoBpeMEHHbIE  IIKOJIBHUKM -  aKTHBHBbIE  IOJb30BaTed  LUPPOBOTO
npoctpaHcTBa. OJHAaKO [JajleKko HE BCE 3HAIOT, YTO II0JIb30BAHUE MHOTIMMH
BO3MOKHOCTSIMH ITU(POBOro Mupa TpeOyeT cOoONI0AeHNS MPaB Ha UHTEIUIEKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K Pa3IUYHBIM
TBOPEHHUSIM YEJIOBEYECKOTO YMa, HAyMHAasi C HOBBIX H300pPETEHUl M 3HAKOB,
0003HavaKoIMX COOCTBEHHOCTh HA MPOAYKTHl M YCIyTH, M 3aKaHUYMBasi KHUTAMH,
dotorpadusmu, KMHO(DHUIbMaMU u MY3bIKaJIbHBIMHU IIPOU3BEACHUSMH.
ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HAyKH, JUTEPATYPbI U UICKYCCTBA. ABTOPCKHE IPaBa BHICTYIIAIOT B KAYECTBE rapaHTUU
TOT'0, YTO MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TPY/l aBTOpa HE OyI€T HAaIllpacHbIM, JacT EMy
CIpaBeIMBbIE BO3MOXHOCTH 3apa0oTaTh Ha pe3ysibTaTaXx CBOETO TPyJa, MOJIYYUTh
U3BECTHOCTDH U pu3HaHue. Hukro 0e3 pa3peiieHus: aBTopa He MOXKET BOCIIPOU3BOIUTD
€ro MpOM3BEACHHE, PACIPOCTPAHITh, MYOIMYHO JEMOHCTPUPOBATh, IPOJABaTh,
UMIIOPTUPOBATh, MyCKaTh B MPOKAT, MyOJUYHO UCHOIHATH, MOKA3bIBATH/UCIIOIHATH B
adupe nin pasmeniath B UHTepHere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOro 00ecedeHnst MOKET IPUBECTH K
MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOMM aKKayHTaMm J0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, I'JIe yCTAaHOBJIEHA HelleranbHas mporpamma. He ctout taxoke 3a0bIBaTh, YTO
CYILIECTBYIOT JIETaJIbHbIE U O€CIUIaTHbIE MPOTPAMMBbI, KOTOPbIE MOYKHO HAWTH B CETH.

O nopraJe

CereBnuok.pd - TBOW TJIaBHBIA COBETYHMK B CETH. 37€Ch Thl MOXKEIb yY3HATh O
0e30MacHOCTH B CETHM TOHSITHBIM U JOCTYIHBIM SI3bIKOM, a MPH BO3HUKHOBEHHH
KPUTHUYECKON CHUTyalluu OOpaTUThCA 3a COBETOM. A TakKe MPUHATH y4dacTue B
KOHKypCaX U CTaTh CaMbIM IU(GPOBBIM IPpaKTaHUHOM!
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